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Locating an Unhealthy Backend Server
Using Access Logs

Scenarios

With LTS, you can view logs of requests to shared load balancers at Layer 7 and
analyze response status codes to quickly locate unhealthy backend servers.

Preparations
e You have created a shared load balancer that can work at Layer 7.
e You have enabled LTS.

Creating a Log Group

1. Log in to the management console.

2. In the upper left corner of the page, click and select the desired region
and project.

3. Hoveron — in the upper left corner to display Service List and choose
Management & Governance > Log Tank Service.

In the navigation pane on the left, choose Log Management.

5. On the displayed page, click Create Log Group. In the displayed dialog box,
enter a name for the log group.
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| Create Log Group

Log Group Name ‘ its-g roup-cb67 ®@

Log Retention Duration (days) 7 &

6. Click OK.

Creating a Log Stream

1. Locate the created log group and click its name.

2. Click Create Log Stream. In the displayed dialog box, enter a name for the
log stream.

Figure 1-1 Creating a log stream
Create Log Stream (@)

o Logs should be written into a log stream at a rate below 5 MB/s to prevent dafa loss.

Log Group Name lis-group-iv8a
Log Stream Mame lts-topic-khbe @
Enterprise Project Mame default * | C View Enterprise Projects
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3. Click OK.

Configuring Access Logging

Click Service List. Under Networking, click Elastic Load Balance.
Locate the load balancer and click its name.

Under Access Logs, click Configure Access Log.

Enable access logging and select the created log group and log stream.
Click OK.

NOTICE

Ensure that the log group is in the same region as the load balancer.

ukh N =

Viewing Access Logs

e On the ELB console, click the name of the load balancer and click Access
Logs to view logs.

e On the LTS console, go to the page that displays all log streams, locate the
log stream and click View or Search in the Operation column.

Locating the Server

The following is a log that records an exception:

1554944564.344 - [2019-04-11T09:02:44+08:00] elb 10.133.251.171:51527 500 "GET http://10.154.73.58/
lrange/guestbook HTTP/1.1" 411 3726 3545 19.028 "500" "0.009" "19.028" "19.028" "172.17.0.82:3000"
"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
73.0.3683.103 Safari/537.36" "http://10.154.73.58:5971/" "-" loadbalancer_ed0f790b-
€194-4657-9f97-53426227099e listener_b21dd0a9-690a-4945-950e-b134095c6bd9
6b6aaf84d72b40fcb2d2b9b28f6a0b83

Log analysis

At 09:02:44 GMT+08:00 of April 11, 2019, the load balancer received a GET/
HTTP/1.1 request from the client (whose IP address and port number are
10.133.251.171 and 51527 respectively) and then routed the request to a backend
server (which uses 172.17.0.82 and port 3000 to receive requests). The load
balancer then received 500 Internal Server Error from the backend server and
returned the status code to the client.

Analysis result

The backend server was abnormal and failed to respond to the request.
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(11 NOTE

172.17.0.82:3000 is the private IP address of the backend server.
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Viewing Traffic Usage

Scenarios

For livestreaming platforms, traffic often increases suddenly, which make the
service unstable. To address this issue, most of them use ELB to distribute traffic.
By working with Cloud Eye, ELB allows you to monitor the traffic usage in real
time. You can view the traffic consumed by the EIPs bound to public network load
balancers to better balance your application workloads.

Prerequisites

Load balancers are running properly.

The associated backend servers are running normally and are not deleted or in the
stopped or faulty state.

Viewing Traffic Usage of the Bound EIP

1.

2.

Log in to the management console.

In the upper left corner of the page, click 0 and select the desired region
and project.

Click Service List. Under Networking, click Virtual Private Cloud.
In the navigation pane on the left, choose Elastic IP and Bandwidth > EIPs.

Locate the EIP bound to the load balancer and click its name. On the
Bandwidth page, you can view the data for the last 1, 3, 12 hours, last day, or
last 7 days.

Issue 01 (2022-03-30)
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Figure 2-1 EIP traffic usage

All graphs are based on raw data. \

Inbound Bandwidth
bit's

ew details

Inbound Bandwidth Usage @
%

08:36 08:48 09:00 08:00

Outbound Bandwidth @
bit's

Table 2-1 EIP and bandwidth metrics

Inbound Traffic @
byte

08:00 08:12

Outbound Traffic @

byte

0.9

06

03

0
08:00 08:12

08:36 08:48 09:

08:36 08:48 09:

Metric Meaning Value Monitored Monitor
Range Object ing

Period
(Raw
Data)

Outbound | Network rate of > 0 bits/s | Bandwidth 1

Bandwidt | outbound traffic or EIP minute

h

(originally

named

"Upstrea

m

Bandwidt

hll)

Inbound Network rate of inbound | > 0 bits/s | Bandwidth 1

Bandwidt | traffic or EIP minute

h

(originally

named

"Downstr

eam

Bandwidt

hll)

Outbound | Usage of outbound 0-100% | Bandwidth 1

Bandwidt | bandwidth in or EIP minute

h Usage percentage.

Inbound Usage of inbound 0-100% | Bandwidth 1

Bandwidt | bandwidth in the unit of or EIP minute

h Usage percent.
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Metric Meaning Value Monitored Monitor
Range Object ing

Period
(Raw
Data)

Outbound | Network traffic going > 0 bytes | Bandwidth 1

Traffic out of the cloud or EIP minute

(originally | platform

named

"Upstrea

m

Traffic")

Inbound Network traffic going > 0 bytes | Bandwidth 1

Traffic into the cloud platform or EIP minute

(originally

named

"Downstr

eam

Traffic")

Viewing Load Balancer Traffic Metrics

Log in to the management console.

In the upper left corner of the page, click and select the desired region

and project.
Click Service List. Under Networking, click Elastic Load Balance.
Locate the load balancer and click its name.

Click the Monitoring tab, select load balancer for Dimension, and view the
graphs of inbound and outbound rates.

You can view data from the last 1, 3, 12 hours, last day, or the last 7 days. For
details, see ELB Metrics.

Issue 01 (2022-03-30)
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Routing Traffic to Backend Servers in
Different VPCs

3.1 Overview

Scenarios

Solution

You have servers both in VPCs and your on-premises data center and want load
balancers to distribute incoming traffic across these servers.

This section describes how you can use a load balancer to route incoming traffic
across cloud and on-premises servers.

Figure 3-1 Routing traffic across cloud and on-premises servers

On-premises data center VPC 2

VPC 1
e : (@=r) (=] (@)
H H ™ — — —
g g ! & : ECS 01 ECS 02 ECS 03
e T

Server 01 Server 02

g 5 @@ L

Server 03 Server 04 ECS 01 ECS 02 !
""""""""""""""""" ECS 01 ECS 02 ECS 03

Dedicated load balancers can satisfy your needs. You can enable IP as a Backend
when creating a dedicated load balancer and associate on-premises servers with
this dedicated load balancer using their IP addresses.

As shown in Figure 3-2, ELB can realize hybrid load balancing.

e You can associate the servers in the same VPC as the load balancer no matter
whether you enable IP as a Backend.

Issue 01 (2022-03-30) Copyright © Huawei Technologies Co., Ltd. 8



Elastic Load Balance 3 Routing Traffic to Backend Servers in Different
Best Practice VPCs

e If you enable IP as a Backend:

- You can associate on-premises servers with the load balancer after the
on-premises data center is connected to the cloud through Direct
Connect or VPN.

- You can also associate the servers in other VPCs different from the load
balancer after the VPCs are connected to the VPC where the load
balancer is running over VPC peering connections.

- You can associate backend servers in the same VPC where the load
balancer is running.

Figure 3-2 Associating servers with the load balancer
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— L

| Security group

Security group

Advantages

You can add servers in the VPC where the load balancer is created, in a different
VPC, or in an on-premises data center, by using private IP addresses of the servers
to the backend server group of the load balancer. In this way, incoming traffic can
be flexibly distributed to cloud servers and on-premises servers for hybrid load
balancing.

e You can add backend servers in the same VPC as the load balancer.

e You can add backend servers in a VPC that is not the VPC where the load
balancer is running by establishing a VPC peering connection between the
two VPCs.

e You can add backend servers in your on-premises data center with the load
balancer by connecting your on-premises data center to the cloud through
Direct Connect or VPN.

Restrictions and Limitations

When you add IP as backend servers, note the following:

e If you do not enable the function when you create a load balancer, you can
still enable it on the Basic Information page of the load balancer.

e |P as backend servers must use IPv4 addresses.
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3.2 Routing

IP as backend servers cannot use public IP addresses or IP addresses from the
VPC where the load balancer works. Otherwise, requests cannot be routed to
backend servers.

The subnet where the load balancer works must have at least 16 IP addresses.
Otherwise, IP as backend servers cannot be added. You can add more subnets
for more IP addresses on the Basic Information page of the load balancer.

Security group rules of IP as backend servers must allow traffic from the
subnet of the load balancer. Otherwise, health checks will fail.

IP as a Backend cannot be disabled after it is enabled.

Traffic to Backend Servers in Different

VPCs from the Load Balancer

You can use ELB to route traffic to backend servers in two VPCs connected over a
VPC peering connection.

A dedicated load balancer named ELB-Test is running in VPC-Test-01
(172.18.0.0/24).

An ECS named ECS-Test is running in VPC-Test-02 (172.17.0.0/24).

IP as a Backend is enabled for the dedicated load balancer ELB-Test, and
ECS-Test in VPC-Test-02 (172.17.0.0/24) is added to the backend server
group associated with ELB-Test.

Figure 3-3 Topology
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Subnet

1

1

|

1 1

b

VPC peering connection: Peering-Test ! ! :
i

Route table: Route-VPC-Test-OZ: i :

i 1

A 1

1

1

ECS 01 ECS-Test

1 (172.17.0.145)
|

I Security group

___________________________________________________________________

1

1

1

1

1

: Add ECS-Test in VPC-Test-02 to the
| backend server group associated with
| ELB-Test.
1
1
1
1
1
1
1
1

Dedicated load |
balancer: ELB- |
Test — e
Backend
server

el i
group  gcsol |

Scenarios
Solution
[ ]
[ ]
[ ]
Advantages

You can enable IP as a Backend for the dedicated load balancer to route incoming
traffic to servers in different VPCs from the load balancer.
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Resource and Cost Planning

The estimated cost (CNY 782.78) provided in this document is for reference only.
The actual cost shown on the Huawei Cloud console is used.

Table 3-1 Resource planning

Resource
Type

VPC

Resource Name Description Quantit
y
VPC-Test-01 The VPC where ELB-Test is 1
running:
172.18.0.0/24
VPC-Test-02 The VPC where ECS-Test is 1

running:
172.17.0.0/24

connection

VPC peering | Peering-Test

The connection that connects
the VPC where ELB-Test is
running and the VPC where
ECS-Test is running

Local VPC: 172.18.0.0/24
Peer VPC: 172.17.0.0/24

Route table | Route-VPC-Test-01

The route table of VPC-Test-01
Destination: 172.17.0.0/24

Route-VPC-Test-02

The route table of VPC-Test-02
Destination: 172.18.0.0/24

ELB ELB-Test The dedicated load balancer 1
EIP EIP-Test The EIP (119.3.233.52) bound 1
to ELB-Test
119.3.233.52
ECS ECS-Test The ECS works in VPC-Test-02 1

Private IP address:
172.17.0.145

Issue 01 (2022-03-30)
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Operation Process

Figure 3-4 Process of associating servers in a VPC that is different from the
dedicated load balancer

Start

Register an account, complete real-name authentication, and
Make preparations. ensure that your account has sufficlent balance to purchase the
required resources.

Create two VPCs on the VPC console: VPC-Test-01 and VPC-
Test-02.

Create a VPC peering Create a VPC peering connection between VPC-Test-01 and
connection. VPC-Test-02.

Add a route with the destination of the CIDR block of VPC-Test-
02 to Route-VPC-Test-01, and a route with the destination of
the CIDR block of VPC-Test-01 to Route-VPC-Test-02.

Buy an ECS named EC5-Test in VPC-Test-02 on the ECS console
and deploy an application on the ECS.

Buy a dedicated load balancer named ELB-Test in VPC-Test-01
on the ELB console, add an HTTP listener to the load balancer,
and associate a backend server with it

Buy a dedicated load

balancer.

Assodiate the ECS with

bha toad balancar Add ECS-Test to the backend server group of ELB-Test.

Access ELB-Test using the bound EIP to verify that ELB-Test can

Verify traffic routing. route requests to ECS-Test.

Creating VPCs
Step 1 Log in to the management console.

Step 2 Under Networking, select Virtual Private Cloud. On the Virtual Private Cloud
page displayed, click Create VPC.

Step 3 Configure the parameters as follows and click Create Now. For details on how to
create a VPC, see the Virtual Private Cloud User Guide.
¢ Name: VPC-Test-01
e |Pv4 CIDR Block: 172.18.0.0/24
e Configure other parameters as required.
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Figure 3-5 Creating VPC-Test-01
{ | Create VPC (@

Basic Informatian
Region eC v
Regions are geographic areas isolated from each other. Resources are region-specific and cannat
latency and quick resource access, select the nearest region.
Name VPC-Test-01
Pvé CIDR Block ol e 0| [l U -
Recommended: 10.0.0.0/8-24 (Selecty 17216.0.0/12-24 (Select) 192.168.0.0/16-24 (Select)
Enterprise Project ongeerm-EPSTest. v | C Create Enterprise Project @
Advanced Settings Tag | Description
Default Subnet

Step 4 Repeat Step 2 and Step 3 to create the other VPC.
¢ Name: VPC-Test-02
e |Pv4 CIDR Block: 172.17.0.0/24
e Configure other parameters as required.

Figure 3-6 Creating VPC-Test-02

Name 1Pv4 CIDR Block Status Subnets Route Ta... Servers Enterprise Project Operation
WPC-Test-01 172.18.0.0/24 (Primary CIDE  Available 1 0 Y longterm-EPSTes..  Edit CIDR Block | Delete
WPC-Test-02 172.17.0.0/24 (Primary CIDF Available 1 1 W longterm-EPSTes..  Edit CIDR Block | Delete

--—-End
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Creating a VPC Peering Connection
Step 1 In the navigation pane on the left, click VPC Peering.
Step 2 In the upper right corner, click Create VPC Peering Connection.

Step 3 Configure the parameters as follows and click OK. For details on how to create a
VPC peering connection, see the Virtual Private Cloud User Guide.

e Name: Peering-Test

e Local VPC: VPC-Test-01

e Peer VPC: VPC-Test-02

e Configure other parameters as required.

Figure 3-7 Creating Peering-Test

Create VPC Peering Connection

Local WPC Settings

Mame Peering-Test
Local WPC VPC-Test-01 * |
Local VPC CIDR Block 172.18.0.0/24
Peer VPC Settings

& Account m Another account @
Peer Projec 1 - @

& Peer VPC WVPC-Test-02 -

|
e
-
o=
=1
=2
bd
Y

Peer VPC CIDR Block 1

“ Cancel

--—-End
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Adding Routes for the VPC Peering Connection

Step 1 In the navigation pane on the left, click Route Tables.
Step 2 In the upper right corner, click Create Route Table.

Step 3 Configure the parameters as follows and click OK. For details on how to create a
route table, see the Virtual Private Cloud User Guide.
¢ Name: Route-VPC-Test-01
e VPC: VPC-Test-01
e Destination: 172.17.0.0/24
e Next Hop Type: VPC peering connection
e Next Hop: Peering-Test

Figure 3-8 Creating Route-VPC-Test-01

Create Route Table

Mame Route-VPC-Test-01

VPC WPC-Test-01 - C

Route Settings
Destination :‘3_) Next Hop Type @ Next Hop @ Description

fault route that enables
Local Local Local instance communication within a

172.17.00/24 w Peering-Test(9d408232-5739-4c36-a... | «
(® Add Route
Cancel
Step 4 Repeat 3 and 4 to create the other route table.
¢ Name: Route-VPC-Test-02
o VPC: VPC-Test-02
e Destination: 172.18.0.0/24

e Next Hop Type: VPC peering connection
e Next Hop: Peering-Test

--—-End

Creating an ECS

Step 1 Under Computing, click Elastic Cloud Server.
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Step 2 In the upper right corner, click Buy ECS.

Step 3 Select VPC-Test-02 as the VPC and set ECS Name to ECS-Test. Configure other
parameters as required. For details, see Elastic Cloud Server User Guide.

Figure 3-9 Buying ECS-Test

Elastic Cloud Server @) © Feedback <4 ECS News 5 Quick Links
- - cl|le]||oc 8g| [ =]
@ Q
NamenDd = Monit.. AZ W Status W Specifications/. 1P Address Bil.. ¥ Enter.. Tag Operation

cus 2 s i ay-4
1 2 vCPUSs | 4 Gi . Pay-p.

d079E7Se-2211-4016-2a0. Centos 7.5 5abit Creat...  'enste

rrrrrrr

Step 4 Deploy Nginx on the ECS.

ae1 16861
1 1881 1881
1661 1861
Z 1881 1881
1881 1ee1

1 Status

1

4 leel 4 ¢ Running Status @  Running
1

1

Conneclion Status @  Connecled

1881
GPU Usage (2 vCPUs)

Basic Information

Usemame root

D d0f98TBe 22114016208
Ta27eaB090d1

ECS Name ECS-Test

P An ECS must have an EIP bound fo
support remole access. Bind EIP

Private IP Address  172.17.0.145.

--—-End

Buying a Dedicated Load Balancer and Adding an HTTP Listener and a
Backend Server Group to the Load Balancer

Step 1 Under Networking, click Elastic Load Balance.
Step 2 In the upper right corner, click Buy Elastic Load Balancer.
Step 3 Configure the parameters as follows. For details, see Elastic Load Balance User
Guide.
e Type: Dedicated
e |IP as a Backend: Enable
e VPC: VPC-Test-01
e Name: ELB-Test
e Configure other parameters as required.

Figure 3-11 Buying ELB-Test
Load Balancers @ [ Quick Links

| @ Weve just launched dedicaed load balancars that use exclusive resources, provide guarantesd performancs metrics, and suppGrE IPV6. Try no
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Step 4 Add an HTTP listener and a backend server group to the dedicated load balancer.
For details, see Elastic Load Balance User Guide.

Figure 3-12 HTTP listener and backend server group

{ ELB-Test Running

Basic Information Listeners Backend Server Groups Monitoring Access Logs Tags

Add Listener

listener-7egby

Basic Information

Weighted round robin
Disabled

Pud

--—-End

Adding the ECS to the Backend Server Group

Step 1 Locate the created dedicated load balancer and click its name ELB-Test.

Step 2 On the Listeners tab page, locate the HTTP listener added to the dedicated load
balancer and click its name.

Step 3 In the Backend Server Groups tab on the right, click IP as Backend Servers.

Figure 3-13 IP as backend servers

[EEp——

Step 4 Click Add IP as Backend Server, configure the parameters, and click OK. For
details, see Flastic Load Balance User Guide.

e Backend Server IP Address: 172.17.0.145 (private IP address of ECS-Test)
e Backend Port: the port enabled for Nginx on ECS-Test
e Weight: Set this parameter as required.
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Figure 3-14 Adding ECS-Test using its IP address
Add IP as Backend Server

ﬂ + Use the TOA module to obtain IP addresses of clients. Learn more
« Ensure that the security group that contains the backend servers has rules allowing access from the backend subnet of the load balancer. If

access is not allowed, health checks will fail.

Batch Add Ports oK
ﬂ You can add 495 more IP as Backend Servers. Increase quota
Backend Server IP Address Backend Port @ Weight @ Operation

0.0 .0 .0 1

@ Add Backend Server

Cancel

--—-End

Verifying Traffic Routing

Step 1 Locate the dedicated load balancer ELB-Test and click More in the Operation
column.

Step 2 Select Bind IPv4 EIP to bind an EIP (119.3.233.52) to ELB-Test.

Figure 3-15 EIP bound to the load balancer
Elastic Load Balance (7) @ ProcessFiow © Feedback 3 QuickLinks

) izt ustlaunched desiated oz belances it use exclusive rescurces, rovid guerznteed peromrce metic, nd suppart 6 Try now X

Sackend Sener Satus clo e
Q
Nameld Nort..  Statas e Spesicatons PAddessandNetwork  Listener(FromendProtec.. Bancidt nforma...  Biling Wode Entraise Poject Ogeraton
L = Ruming  Dedcaed  Aapicaion ozd baa PP e TR Paparee AdLisener | Hore v
VPG Tee 01 (VPO Crdeton ey 9.

Step 3 Enter http://119.3.233.52/ in the address box of your browser to access the
dedicated load balancer. If the following page is displayed, the load balancer
routes the request to ECS-Test, which processes the request and returns the
requested page.
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Figure 3-16 Verifying that the request is routed to ECS-Test

< C  @|http://119.3.233.52/

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.arg.
Commercial support is available at nginx.com.

Thank you for using nginx.

--—-End

3.3 Routing Traffic to Backend Servers in the Same VPC
as the Load Balancer

Scenarios

You can route traffic to backend servers in the VPC where the load balancer is
running.

Solution

e A dedicated load balancer ELB-Test is running in a VPC named vpc-peering
(10.1.0.0/16).

e The backend server ECS-Test is also running in vpc-peering (10.1.0.0/16).

e ECS-Test needs to be added to the backend server group associated with ELB-
Test.
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Figure 3-17 Adding a backend server in the same VPC as the load balancer

Load balanc
ELB-Test

1
| vpe-peering (10.1.0.0/16)

Security group

g

@ @ O

ECS 01 ECS 02 ECS-Test
(10.1.0.56)

Adding ECS-Test to the backend server
group of load balancer ELB-Test

EBackend
| group

Advantages

You can add servers in the same VPC as the load balancer to the backend server
group of the load balancer and then route incoming traffic to the servers.

Resource and Cost Planning

The estimated cost (CNY 782.78) provided in this document is for reference only.
The actual cost shown on the Huawei Cloud console is used.

Table 3-2 Resource planning

Resource Resource Name Description Quantit
Type y
VPC vpc-peering The VPC where ELB-Test and 1
ECS-Test are running:
10.1.0.0/16
VPC peering | Peering-Test The connection that connects 1
connection the VPC where ELB-Test is
running and other VPCs
Local VPC: 10.1.0.0/16
Peer VPC: any VPC
Issue 01 (2022-03-30) Copyright © Huawei Technologies Co., Ltd. 20
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Resource Resource Name Description Quantit
Type y
Route table | Route-VPC-Test-01 The route table of VPC-Test-01 | 1

Destination: 10.1.0.0/16
ELB ELB-Test The dedicated load balancer 1
named ELB-Test
Private IP address: 10.1.0.9
EIP EIP-Test The EIP (120.46.131.153) 1
bound to ELB-Test
120.46.131.153
ECS ECS-Test The ECS works in vpc-peering | 1
Private IP address: 10.1.0.56
Operation Process
Figure 3-18 Process for adding backend servers in the same VPC as the load
balancer
Start
Creat-e a VPC on the VPC console: vpc-
peering.
Create a VPC peering connection:
connection. Peering-Test.
Add a route with the destination set to the
Add a route. CIDR block of vpc-peering to Route-
VPC-Test-01.
Buy .a.n ECS named ECS-Test invpc-
peering.
; Buy a dedicated load balancer named
& decated Land ELB-Test, add a listener to it, and
balancer. . i
associate a backend server group with it.
LELRECHGESaRWIGRGT  Add ECS-Test to the backend server group
load balancer. of ELB-Test.
i Bind an EIP to ELB-Test. Access ELB-Test
using the EIP to verify that ELB-Test can
l route requests to ECS-Test.
End
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Creating a VPC

Step 1 Log in to the management console.

Step 2 Under Networking, select Virtual Private Cloud. On the Virtual Private Cloud
page displayed, click Create VPC.

Step 3 Configure the parameters as follows and click Create Now. For details on how to
create a VPC, see the Virtual Private Cloud User Guide.

e Name: vpc-peering
e |Pv4 CIDR Block: 10.1.0.0/16
e Configure other parameters as required.

Figure 3-19 Creating vpc-peering
Basic Information

Region

Name VpC-peering

IPv4 CIDR Block 0 |- 1 |- . [l

Enterprise Project v | C Create Enterprise Project @

Advanced Seffings

Default Subnet

Az A7 v @

Name ‘ subnat-6022] |

IPv4 CIDR Block (3) . o |- Jlu -

IPvG CIDR Block Enatle ()
----End

Creating a VPC Peering Connection

Step 1 In the navigation pane on the left, click VPC Peering.

Step 2 In the upper right corner, click Create VPC Peering Connection.
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Step 3 Configure the parameters as follows and click OK. For details on how to create a
VPC peering connection, see the Virtual Private Cloud User Guide.

e Name: Peering-Test

e Local VPC: vpc-peering

e Peer VPC: any VPC

e Configure other parameters as required.

Figure 3-20 Creating Peering-Test

Create VPC Peering Connection

0 AVPC peering connection allows two VPCs to communicate with each other if they are in the
same region.
If you need two VPCs in different regions to communicate with each other, use Cloud Connect.

Local VPC Settings

Name Peering-Test

Local VPC vpc-peering *+ | C

Local VPC CIDR Block  10.1.0.0116

Peer VPC Settings

Account Another account @

Peer Project | @
Peer VPC -

Peer VPC CIDR Block

--—-End

Adding Routes for the VPC Peering Connection

Step 1 In the navigation pane on the left, click Route Tables.
Step 2 In the upper right corner, click Create Route Table.

Step 3 Configure the parameters as follows and click OK. For details on how to create a
route table, see the Virtual Private Cloud User Guide.
e Name: Route-VPC-Test-01
e VPC: vpc-peering
e Destination: 10.1.0.0/16
e Next Hop Type: VPC peering connection
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e Next Hop: Peering-Test

Figure 3-21 Creating Route-VPC-Test-01

Create Route Table

Name Route-VPC-Test-01
VPC vpc-peering ~- C
Description

Route Settings
Destination @ Next Hop Type @ Next Hop @ Description

Default route that enables instance

Local Local Local
communication within a VPC

10.1.0.0/186 VPC peerin A | Peering-Test(dc0e99f2-4419-4ed9-9 - o

() Add Route

--—-End

Creating an ECS
Step 1 Under Computing, click Elastic Cloud Server.
Step 2 In the upper right corner, click Buy ECS.

Step 3 Configure the parameters as required. For details, see Elastic Cloud Server User
Guide.

Select vpc-peering for VPC and set Name to ECS-Test.

Figure 3-22 Buying ECS-Test

Elastic Cloud Server (& © Feethack 1 ECSNews | 3 QuickLinks
clle||o) [s][:
@

NamelD i= Wonitoring " v status ¥ speciicationsimage 1P Adaress Biling Mode V  Enterprse Project  Tag operation

Pay-per-use
Croated on Ma longterm-EPSTe.

Step 4 Deploy Nginx on the ECS.
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Figure 3-23 Deploying Nginx on ECS-Test

[root@ z conf 1% netstat -anlp i grep 88
't u 88.8.0.6: 8.8.0.0:x LISTEN 125791 ster
] 816.1.8.56: 10.1.8.125:58494 ESTABLISHED 17588, rker
[ a1 18.1.9.161:59984 ESTABLISHED 17588,

CONNECTED 159

CONNECTED 149

CONNECTED 123

CONNECTED____ 1728 252/n areEs O @
at -anlp i grep 88

8.8.0.

ComectionStatus @ Connected

0:x LISTEN 12 CPU Usage (2vCPUs)
10.1.8.125:58494 ESTABLISHED 17
18.1.9.161:59984 ESTABLISHED 17

CONNECTED

CONMECTED ster -
CONNECTED systemd- login Basic Information

CONNECTED
Usemame root
D 7394ida-d0de-4424-a1dF-
600e575c860¢
ECSTest

EP An ECS must have an EIP bound to

‘Support remote access. Bind EIP

Private IP Address  10.1.0.56

--—-End

Buying a Dedicated Load Balancer and Adding an HTTP Listener and a
Backend Server Group to the Load Balancer

Step 1 Under Networking, click Elastic Load Balance.
Step 2 In the upper right corner, click Buy Elastic Load Balancer.

Step 3 Configure the parameters as follows. For details, see Elastic Load Balance User
Guide.
e Type: Dedicated
e IP as a Backend: Enable
e VPC: vpc-peering
e Name: ELB-Test
e Configure other parameters as required.

Figure 3-24 Creating a dedicated load balancer named ELB-Test

Elastic Load Balance @

NemD  Wewt. Smws  Tpe  Seeoficstons  PAddressandMewok  Lswner[FromendProoe. Bmewethifoms. BilogMods  Eneprseroect  Oparaion

Step 4 Add an HTTP listener and a backend server group to the created dedicated load
balancer. For details, see Elastic Load Balance User Guide.

----End

Adding the ECS to the Backend Server Group
Step 1 Locate the dedicated load balancer and click its name ELB-Test.

Step 2 On the Listeners tab page, locate the HTTP listener added to the dedicated load
balancer and click its name.

Step 3 In the Backend Server Groups tab on the right, click IP as Backend Servers.

Step 4 Click Add IP as Backend Server, configure the parameters, and click OK. For
details, see Elastic Load Balance User Guide.
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e Backend Server IP Address: 10.1.0.56 (private IP address of ECS-Test)
e Backend Port: the port enabled for Nginx on ECS-Test
e Weight: Configure this parameter as required.

Figure 3-25 Adding IP as backend servers

e | AddIP as Backend Server

aaaaaaaaaaaaaa et BsckngPor

W () Oprton

--—-End

Verifying Traffic Routing

Step 1 Locate the dedicated load balancer ELB-Test and click More in the Operation
column.

Step 2 Select Bind IPv4 EIP to bind an EIP (120.46.131.153) to ELB-Test.

Figure 3-26 EIP bound to the load balancer
Load Balancers @ 7 Quick Links

Network load balar P/UDP.
10109 Mbit/s pay peruse
ELBTest Running  Dedicated R 12046131153 tener-806d (HTTP/80) Pay-per-use Crooted onMa,.  lOnGterm-E.  Modify IPua Bandwidth | More v

d balancing (HTTP; : 8y bandwidt

Step 3 Enter http://120.46.131.153/ in the address box of your browser to access the
dedicated load balancer. If the following page is displayed, the load balancer
routes the request to ECS-Test. After receiving the request from the load balancer,
ECS-Test processes the request and returns the requested page.

Figure 3-27 Verifying traffic routing

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

--—-End
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Using Advanced Forwarding for
Application Iteration

Scenarios
As the business grows, you may need to upgrade your application. Both the old
and new versions are used. Now, the new version is optimized based on users'
feedback, and you want all the users to use the new version. In this process, you
can use advanced forwarding to route requests to different versions.
Prerequisites

e A HUAWEI CLOUD account is available and real-name authentication has
been completed.

e The account is not in arrears and the account balance is sufficient to pay for
the resources involved in this best practice.

e Six ECSs are available, with three having the application of the old version
deployed and the other three having the new version deployed.
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Process for Configuring Advanced Forwarding

Figure 4-1 Flowchart

Forwarding requests to
different versions based
on HTTP reguest methods

Configure advanced

forwarding policies

with HTTP request
methods as the

conditions.

Start

Make preparations.

Configure a dedicated

load balancer.

Create backend server

groups.

Forwarding requests to
different versions based
on HTTP headers

Configure advanced

forwarding policies

with HTTP headers
as the condition.

Register an account and complete real-name
authentication.

Ensure that the account has sufficient
balance to buy required resources.

Create a dedicated load balancer named
ELB-Test and add an HTTP listener to it
Enable advanced forwarding for the listener.

Create two backend server groups, one named
_3 Server_Group-Test01 and the other named
Server_Group-Test02, and add ECSs to the two
backend server groups.

Forwarding requests to
different versions based
on query strings

Configure advanced
forwarding policies
with query strings as
the condition.

End End End
Table 4-1 Resource planning
Resource Name Resource Type | Description

ELB-Test

Dedicated load
balancer

Only dedicated load balancers support
advanced forwarding.

Server_Group-
Test01

Backend server
group

Used to manage the ECSs where the
application of the old version is deployed.

Server_Group-
Test02

Backend server
group

Used to manage the ECSs where the
application of the new version is
deployed.

ECSO1

ECS

Used to deploy the application of the old
version and added to Server_Group-
Test01.

ECS02

ECS

Used to deploy the application of the old
version and added to Server_Group-
Test01.

ECSO03

ECS

Used to deploy the application of the old
version and added to Server_Group-
Test01.
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Resource Name Resource Type | Description

ECS04 ECS Used to deploy the application of the
new version and added to Server_Group-
Test02.

ECS05 ECS Used to deploy the application of the
new version and added to Server_Group-
Test02.

ECS06 ECS Used to deploy the application of the
new version and added to Server_Group-
Test02.

{1 NOTE

In this practice, the dedicated load balancer is in the same VPC as the ECSs. You can also
add servers in a different VPC or in an on-premises data center as needed. For details, see
Routing Traffic to Backend Servers in Different VPCs.

Configuring a Dedicated Load Balancer

Step 1 Log in to the management console.
Step 2 Under Networking, click Elastic Load Balance.
Step 3 In the upper right corner, click Buy Elastic Load Balancer.

Step 4 Create a dedicated load balancer ELB-Test. Configure the parameters as follows.
For details, see Elastic Load Balance User Guide.

e Type: Dedicated
e Name: ELB-Test
e Configure other parameters as required.

Step 5 Add an HTTP listener to ELB-Test. For details, see Elastic Load Balance User
Guide.

Figure 4-2 HTTP listener

nnnnnnnnnnnnnnnnnnnn

HTTPI80

Step 6 Enable advanced forwarding. For details, see Elastic Load Balance User Guide
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Figure 4-3 Enabling advanced forwarding

HTTR20)

--—-End

Creating Backend Server Groups and Adding Backend Servers
Step 1 Locate ELB-Test and click its name.

Step 2 On the Listeners tab, click Create Backend Server Group in the upper right
corner.

e Name: Server_Group-Test01
e Backend Protocol: HTTP
e Configure other parameters as required.

Step 3 Repeat Step 2 to create backend server group Server_Group-Test02.

Figure 4-4 Backend server groups

Backend Server Groups @

rrrrrrrr

Load baanc.

Step 4 Add ECSO01, ECS02, and ECS03 to backend server group Server_Group-Test01.
Step 5 Add ECS04, ECS05, and ECS06 to backend server group Server_Group-Test02
----End

Forwarding Requests to Different Versions of the Application based on HTTP
Request Methods

Configure two advanced forwarding policies with the HTTP request method as the
condition to route GET and DELETE requests to the application of the old version
and POST and PUT requests to the application of the new version. When the
application of the new version runs stably, direct all the requests to the
application.
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Figure 4-5 Forwarding requests based on HTTP request methods
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GET, DELETE, POST,
and PUT requests
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requests -~ T requests
,/’ m,\\
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Backend server group Backend server group
Server_Group-Test01 Server_Group-Test02

Old version New version

Step 1 Locate the dedicated load balancer and click its name ELB-Test.

Step 2 On the Listeners tab page, locate the HTTP listener added to the dedicated load
balancer and click its name.

Step 3 On the Forwarding Policies tab page on the right, click Add Forwarding Policy
to forward GET and DELETE requests to the old version.

Select GET and DELETE from the HTTP request method drop-down list, select
Forward to backend server group for Action, and select Server_Group-Test01
from the Backend Server Group drop-down list.

Figure 4-6 Forwarding GET and DELETE requests to the application of the old
version

vavava

Step 4 Click Save.
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Step 5 Repeat Step 3 and Step 4 to add a forwarding policy to forward PUT and POST

requests to the application of the new version.

Select PUT and POST from the HTTP request method drop-down list, select
Forward to backend server group for Action, and select Server_Group-Test02
from the Backend Server Group drop-down list.

Figure 4-7 Forwarding PUT and POST requests to the application of the new
version

vavava

--—-End

Forwarding Requests to Different Versions of the Application based on HTTP

Headers

If the old version supports both Chinese and English, but the new version only
supports English because the Chinese version is still under development, you can
configure two advanced forwarding policies with the HTTP header as the condition
to route requests to the Chinese application to the old version and requests to the
English application to the new version. When the application of the new version
supports the Chinese language, direct all the requests to the application.
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Figure 4-8 Smooth application transition between the old and new versions based

on the HTTP request header
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Requests to the Chinese application:
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~ S
- S
e &6 O
ECS501 EC502 EC503 EC504 ECS05 ECS506
Backend server group Backend server group
Server_Group-Test01 Server_Group-Test02
Old version New version

Step 1 Locate the dedicated load balancer and click its name ELB-Test.

Step 2 On the Listeners tab page, locate the HTTP listener added to the dedicated load
balancer and click its name.

Step 3 On the Forwarding Policies tab page on the right, and click Add Forwarding
Policy to forward requests to the old version.

Select HTTP header from the drop-down list, set the key to Accept-Language
and value to zh-cn, set the action to Forward to backend server group, and
select Server_Group-Test01 as the backend server group.

Figure 4-9 Forwarding requests to the application of the old version

Step 4 Click Save.
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Step 5 Repeat Step 3 and Step 4 to add a forwarding policy to forward requests to the
application of the new version.

Select HTTP header from the drop-down list, set the key to Accept-Language
and value to en-us, set the action to Forward to backend server group, and
select Server_Group-Test02 as the backend server group.

Figure 4-10 Forwarding requests to the application of the new version

--—-End

Forwarding Requests to Different Versions of the Application based on
Query Strings

If the application is deployed across regions, you can configure two advanced
forwarding policies with query string as the condition to forward requests to the
application in region 1 to the old version and requests to the application in region
2 to the new version. When the application of the new version runs stably, direct
all the requests to the new version.
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Figure 4-11 Forwarding requests based on query strings
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(10 NOTE

e Dedicated load balancers can distribute traffic across VPCs or regions.

e In this example, you need to use Cloud Connect to connect the VPCs in the two regions
and then use the dedicated load balancer to route traffic to backend servers in the two
regions.

Step 1 Locate the dedicated load balancer and click its name ELB-Test.

Step 2 On the Listeners tab page, locate the HTTP listener added to the dedicated load
balancer and click its name.

Step 3 On the Forwarding Policies tab page on the right, and click Add Forwarding
Policy to forward requests to application of the old version.

Select Query string from the drop-down list, set the key to region and value to
region01, set Action to Forward to backend server group, and select
Server_Group-Test01 as the backend server group.
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Figure 4-12 Forwarding requests to the old version
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Step 4 Click Save.

Step 5 Repeat Step 3 and Step 4 to add a forwarding policy to forward requests to the
application of the new version.

Select Query string from the drop-down list, set the key to region and value to
region02, set Action to Forward to backend server group, and select
Server_Group-Test02 as the backend server group.

Figure 4-13 Forwarding requests to the new version

Issue 01 (2022-03-30) Copyright © Huawei Technologies Co., Ltd. 36



	Contents
	1 Locating an Unhealthy Backend Server Using Access Logs
	2 Viewing Traffic Usage
	3 Routing Traffic to Backend Servers in Different VPCs
	3.1 Overview
	3.2 Routing Traffic to Backend Servers in Different VPCs from the Load Balancer
	3.3 Routing Traffic to Backend Servers in the Same VPC as the Load Balancer

	4 Using Advanced Forwarding for Application Iteration

